
Data Protection and Confidentiality

The following measures will be implemented for data sharing between the City of Albuquerque and an external agency. The Parties will safeguard shared information as follows:

A.
Access to the records sought and to any records created with the information disclosed under this Agreement containing the name, SSN, or other identifiable information of the individual, will be restricted to authorized employees who require the information to perform their official duties in connection with the use of the information authorized by the agreement.

B.
All personnel who have access to the information or to the records containing information disclosed under this Agreement that identify any individual by name, SSN, or otherwise, will be advised of the confidential nature of the information and the civil and criminal sanctions contained in applicable state and federal laws for divulging the information unlawfully.

C.
Security and confidentiality requirements and policies will be established, maintained and enforced in accordance with state and federal law governing the handling and disclosure of participant information.

D.
The information disclosed and records created with the disclosed information will be processed and maintained in a manner that will protect the confidentiality of the disclosed information, and in a manner that will prevent unauthorized individuals from retrieving or accessing the information.   This requirement includes access to computers, terminals and electronic on-line access as well as printed or paper copies of the information.  Multifunctional printing devices, copier, fax and other devices which have the capability to store information will be cleaned/wiped as written in the City of Albuquerque Policies and Standards prior to removal of device from City of Albuquerque facilities.  The contract in place shall be written such that to identify the party responsible for the cleaning/wiping of multifunctional printing devices prior to the device being removed.  
E.
If external partner is required access to data, the shared data will be used and accessed only for purposes of compliance with respective department’s governing federal and state statutes, rules and regulations.

F.
Any person who knowingly and willfully requests or obtains shared information under false pretenses, or who knowingly and willfully discloses such information in a manner or to a person not authorized by law to receive it, shall be immediately denied access to shared information and shall be subject to all appropriate federal and state criminal and civil penalties.  
G.
The affected party shall immediately: (1) notify the other of any known or suspected improper disclosures of data files or other confidential information; (2) promptly furnish the full details of the unauthorized possession, use, or knowledge of data files or other confidential information; and (3) assist in an investigation of the matter and take steps to prevent a recurrence.

H. Records or files which are no longer required will be destroyed according to state archive/destruction procedures.

I.
The City of Albuquerque and external organization may make on-site inspections or other provisions to assure that the safeguards described above are being maintained by CABQ or agency respectively.

J.

Signed agreement forms from External Agency employees shall be submitted to CABQ within 10 days of the execution of this Amendment.

K. Upon the termination of this Agreement for any reason, any information received under the terms of this Agreement or subsequent amendments or revisions shall remain subject to the confidentiality provisions indefinitely.

Non-disclosure agreements:

External Agencies sharing data with CABQ are required to sign statements of non-disclosure and should be part of the Memorandum of Understanding (MOU).  It must be verified that external agencies requiring the sharing of data with CABQ have internal non-disclosure policies in place for their employees.  It is further recommended that a copy be placed with the MOU. CABQ has the right to audit externally connected business partners for compliance with the Non-disclosure agreement. 
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